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SentinelOne Delivers Top Coverage

For Both Enterprise ATT&CK &
Deception ATT&CK Evaluation

2022 Enterprise ATT&CK Evaluation

The 2022 Enterprise ATT&CK Evaluation emulates the real attack methods of Wizard Spider
and Sandworm, two APT threat groups that conduct ransomware campaigns for financial gain
and data destruction. According to MITRE, these two threat actors were chosen based on
their complexity, relevancy to the market, and how well MITRE Engenuity’s staff can fittingly
emulate the adversary. MITRE Engenuity tested our product, Singularity XDR, evaluating both
detection and protection.

2022 Deception ATT&CK Evaluation

Starting this year, MITRE also launched the inaugural MITRE Engenuity ATT&CK Deception
Evaluation. This evaluation expands the ATT&CK landscape to test vendors on their deception
capabilities. The evaluation can dramatically increase analyst confidence in detection via high
fidelity tripwires, causing the adversary to waste time, money, or capability, and potentially
provide vendors critical new insights into adversary behavior.

The Results

SentinelOne excelled in delivering top coverage across both the evaluations once again demon-
strating its commitment to pushing the boundaries to help enterprises gain control of their
dynamic attack surface.
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As the first and only XDR vendor to participate and lead across both the evaluations, Sen-
tinelOne’s performance demonstrates how we’re uniquely positioned to defend organizations
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technology alone. The Singularity XDR platform offers real-time visibility and intelligent
AI-powered response. Achieve more capability with less complexity.
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